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I. PURPOSE: 

The purpose of this policy is to ensure that Monterey County Health Department (MCHD) is in 

compliance with all privacy, confidentiality and security laws; regulations and contractual obligations 

while utilizing best practices to safeguard the Protected Information (Pl) that has been entrusted to 

the agency by the individuals we serve. 

II. DEFINITIONS: 

Breach is defined as the acquisition, access, use, or disclosure of unsecured Pl in a manner not 

permitted by the pri vacy laws applicable to MCHD which compromises the security or privacy of the 

Pl. 

Business Associate means a person or entity that, on behalf of the County, acts in a capacity other 

than a County workforce member to assist the County in carrying out covered functions. For 

example, these functions could include but are not limited to: performing, or assisting, in a function 

or activity involving the use or disclosure of Protected Health Information (PHI), including claims 

processing or administration, data analysis, processing or administration, utilization review, quality 

assurance, billing, benefit management, practice management, and re-pricing; or providing or 

assisting in the performance of legal, actuarial, accounting, consulting, data aggregation, 

management, administrative, accreditation, or financial services to or for the County where the 

provision of the service involves the disclosure of PHI from the County to the person or entity 

performing the services. 

Compromises the security or privacy: An acquisition, access, use or disclosure of protected health 

information in a manner not permitted by privacy laws is presumed to be a breach unless the 

Covered Entity (or Business Associate), demonstrates that there is a low probability that the Pl has 

been compromised based on a risk assessment of at least the following factors: 

• Nature and extent of Pl involved, including types of identifiers and likelihood of re-

identification; 

• The unauthorized person who used the Pl or to whom the disclosure was made; 

• Whether the Pl was actually acquired or viewed; 

• The extent to which the risk to the Pl has been mitigated. 

Covered Entity is defined by Health Insurance Portability and Accountability Act {HIPAA) as health 

plans, health care clearinghouses, and health care providers who electronically transmit any health 

information in connection with transactions for which Health and Human Services (HHS) has 

adopted standards. 

Covered Functions applies to functions which include but are not limited to healthcare services, 

health plan services and their respective support services such as: collecting bad debts; handling 

delinquent accounts; performing internal audit functions; maintaining databases; systems and 
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infrastructure management with the potential for access to PHI; performing risk management 

functions; legal services; clinical improvement; professional peer review; business management; 

accreditation and licensing; enrollment; underwriting; reinsurance; compliance; auditing; and rating. 

Disclosure means the release, transfer, provision of access to, or divulging in any other manner of Pl 

to persons not employed by or working within the County, or to persons employed by or working 

within the County who are not performing or assisting with a covered function of the County. 

ePHI is Protected Health Information in any electronic format. 

HIPAA is the federal law Health Insurance Portability and Accountability Act of 1996. It was updated 

in 2013 as the Health Information Technology for Economic and Clinical Health {HITECH) Act, 

enacted as part of the American Recovery and Reinvestment Act of 2009, to strengthen the privacy 

and security protections for health information. 

HIV test means any clinical test, laboratory or otherwise, used to i dentify HIV {human 

immunodeficiency virus), a component of HIV, or antibodies or antigens to HIV. A diagnosis of AIDS 

is not considered an HIV test for purposes of the more stringent protections under California law, 

nor is a patient's self-report of HIV status. 

Hybrid Cover Entity: A single legal entity that is a covered entity, performs business activities that 

include both covered and non-covered functions, and designates its health care components as 

provided in the Privacy Rule. If a covered entity is a hybrid entity, the Privacy Rule generally applies 

only to its designated health care components. However, non-health care components of a hybrid 

entity may be affected because the health care component is limited in how it can share PHI with 

the non-health care component. The covered entity also retains certain oversight, compliance, and 

enforcement responsibilities 

Personal Identifiable Information {PII): is information directly obtained in the course of performing 

an administrative function on behalf of MCHD or Medi-Cal that can be used alone, or in conjunction 

with any other information, to identify a specific individual. 

Protected Health Information (PHI): As defined by 45 CFR Parts 160 and 164. Generally, PHI is 

information that is under the control of MCHD or its Business Associates that relates to the past, 

present or future condition, either physical or mental, of an individual that would identify that 

individual, and includes health records and billing records pertaining to healthcare that is provided 

to a patient. Examples of PHI include but are not limited to: 
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• Names; 

• Street address, city, county, precinct, zip code; 

• Dates directly related to a patient or member, including birth date admission 

date, discharge date, and date of death; 

• Telephone numbers, fax numbers, and electronic mail addresses; 

• Social Security numbers; 

• Medical record numbers; 

• Health plan beneficiary numbers; 

• Account numbers; 

• Certificate/license numbers; 
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• Vehicle identifiers and serial numbers, including license plate numbers; 
• Device identifiers and serial numbers; 
• Web Universal Resource Locators (URLs} and Internet Protocol (IP} address 

numbers; 
• Biometric identifiers, including finger and voice prints; 
• Full face photographic images and any comparable images; and 
• Any other unique identifying number, characteristic, or code. 

Protected Information (Pl) is an umbrella term utilized in this policy for PHI, PII, ePHI or other 

information that is protected under privacy/security laws and regulations that apply to MCHD. Pl 

also includes information that is protected via contractual obligations that MCHD has agreed to 

comply with. 

Safe harbor refers to electronic PHI that has been encrypted as specified in the HIPAA Security rule 

and follows the National Institute of Standards and Technology (NIST} standards for data at rest and 

data in motion. In the case of destruction of the media on which PHI is stored, if the media has been 

destroyed by shredding or such that it cannot be reconstructed or in the case of electronic data, it 

has been cleared, purged or destroyed according to NIST's Guidelines for Media Sanitation, there is 

no reporting obligation even if a breach occurs. 

Unsecured Protected Health Information means PHI that is not rendered unusable, unreadable, or 

indecipherable to unauthorized persons through the use of a technology or methodology specified by 

the Secretary of DHHS in the guidance under section 13402(h}(2) of Pub. L. 111-5. 

Workforce means employees, temporary employees, leased employees, volunteers, trainees, and 

other persons whose work performance is under the direct control of the County, whether or not 

they are paid by the County. 

Ill. DISCUSSION: 

It is the policy of MCHD to safeguard the Pl of the individuals we serve. This policy requires all staff, 

including employees, volunteers, interns and students, to comply with all applicable federal and 

state confidentiality laws, including laws that pertain to the confidentiality and privacy of physical 

health, mental health, HIV or other sensitive services, and substance use disorder treatment 

program records. Contract providers are expected to follow all confidentiality laws and all 

guidelines outlined in this policy, as well as any contractual obligations that may apply. 

Related polices include the County of Monterey Security Policies and any additional polices set forth 

by MCHD and its bureaus that pertain to their work. Managers and Supervisors are required to 

notify staff of any additional policies at the onset of employment or transfer into the unit and of any 

changes made to those policies upon implementation. 

The Procedure Section is divided into the following sections: 

A. General Confidentially of Pl 

B. Minimum Necessary Rule 

C. Use or Disclosure of Pl with Authorization 

D. Patient Access to Records 
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E. Confidentially of HIV Results 

F. Pl Away from the Office 

G. Electronic Pl 

H. Potential Breach Notification and Investigation Process 

I. Workforce Confidentially Acknowledgements 

J. Other 

IV. PROCEDURES: 

A. General Confidentially of Pl: 

1. Required Disclosures: MCHD staff shall comply with all laws that require the disclosure of Pl 

including requests by individuals to access their own records. 
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a. Child Abuse and Neglect Reporting: When required by law, physical health, mental 

health and substance use disorder treatment program information may be disclosed to 

law enforcement and Child Welfare Services in order to report child abuse and neglect. 

Only that information specifically required by law to be disclosed shall be included in the 

verbal and written reports. Follow-up information necessary to clarify questions related 

to what gave rise to suspicion or knowledge of the reported abuse or neglect may be 

disclosed, but other information concerning the patient or others, for example, close 

family members, may not be disclosed unless there is authorization from the patient, or 

a court order. 

b. Elder and Dependent Adult Abuse and Neglect Reporting: When required by law, 

physical health and mental health information may be disclosed to law enforcement and 

Adult Protective Services in order to report elder and dependent adult abuse and 

neglect. Only that information specifically required by law to be disclosed shall be 

included in the verbal and written reports. Follow-up information necessary to clarify 

questions related to what gave rise to suspicion, knowledge, or reported information 

about the alleged abuse or neglect may be disclosed, but other information concerning 

the patient or others, for example, close family members, may not be disclosed unless 

there is authorization or a court order. 

i. The patient will be notified when an elder/dependent adult abuse and 

neglect report is made unless to do so would place the patient at risk of 

serious harm, or it would be mean informing the patient's personal 

representative (because the patient lacked capacity) and the provider 

reasonably believes that the patient representative is responsible for the 

abuse, neglect or other injury and that informing the personal 

representative would not be in the best interests of the patient. 

c. Gunshot Wounds and Suspicious Wounds/Injuries: Information must be disclosed to 

law enforcement when medical care is provided for a physical condition to a patient 

who appears to have a wound or injury caused by gunshot or by assaultive or abusive 

conduct. 

d. For Public Health Reporting: Disclosures are permitted when specifically required by law 

for public health activities, for reporting births or deaths, and for public health 

surveillance, investigations or interventions. 

e. Court Orders, Search Warrants, and Subpoenas: Information must be released to the 

Court pursuant to a court order or search warrant (signed by a Judge) or to the pursuant 

to a subpoena properly served with notice to the patient. When providers or staff 
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receive such orders they should immediately notify their supervisor or manager so that 

appropriate steps can be taken to comply with the law. 

f. Coroner: Suspicious deaths must be reported to the Coroner, and additional information 

may be provided to the Coroner in order to identify a deceased person, determine a 

cause of death, or other duties authorized by law. 

g . Secretary of the United States Department of Health and Human Services (US DHHS): All 

requests for information from the Secretary of the US DHHS should be immediately 

directed to the attention of the MCHD Privacy Officer. Certain limited disclosures are 

required when necessary to investigate HIPAA complaints and compliance. 

2. Permitted Disclosures: MCHD staff shall comply with all laws that permit the disclosure of Pl 

including requests by individuals that information be disclosed to third parties if it is 

deemed appropriate by staff. 
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a. For Treatment, Payment or Operations: Staff may use or disclose a patient's PHI 

without an authorization (a) for treatment of the patient, (b) in connection with 

payment for services provided, or (c) for the County's own internal operations as 

defined under 45 CFR section 164.501 and permitted under 45 CFR section 164.506 

and related state and federal laws. 

b. With Authorization: Staff may use or disclose a patient's Pl with written 

authorization utilizing an Authorization Form that has been reviewed and approved 

by the MCHD Privacy Officer. 

c. With Opportunity to Agree or Object: Information may be disclosed to individual's 

involved in the patient's care or payment for care if the individual is identified by 

the patient as someone who is participating in the care or payment and agrees to 

the disclosure, or when the patient is present and agrees or does not express an 

objection to the disclosure. 

d. To Third Parties Without Authorization: Staff may disclose Pl without authorization 

from the patient when otherwise specifically permitted by law, for example to 

health licensing boards or agencies, for administrative audits or investigations (e.g., 

CMS audits); to law enforcement to report a crime or threatened crime on the 

premises, and for approved research. In all of these cases, or where a disclosure is 

requested and it is not clear whether it is appropriate or permitted, it is important 

that staff discuss the disclosure with a supervisor or manager, or with the MCHD 

Privacy/Compliance Officer before the disclosure is made. 

e. Other Disclosures to Third Parties Not Listed Above: Any other request for 

information pertaining to a patient, or for copies of records or other materials 

regarding a person receiving services from MCHD should be directed to the 

attention of the MCHD Privacy/Compliance Officer. If there is ever any question as 

to the propriety of disclosing Pl to third parties, staff should always check first. If 

information is disclosed in a manner not required or permitted by all privacy, 

confidentiality and security laws, regulations and contractual obligations, it will 

likely require individual notification and breach reporting governing bodies. Fines 

and penalties are often assessed even in the case of mistaken, non-intentional 

violations of the law. 

f. Limited Verbal Disclosures: In certain limited instances, staff is permitted to disclose 

limited PHI to those involved in the patient's care or treatment when verbally 

requested or permitted by the patient. For example, the patient may ask staff to 

tell his girlfriend who is waiting in the waiting room that he will be ready to go in 15 
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more minutes. Similarly, a patient may ask staff to explain to her daughter where to 

pick up the patient's recently ordered medication. A simple note in the chart stating 

that "at the patient's request her daughter was given brief information about 

picking up her medicine" is sufficient. If a patient asks that more than very limited 

information be disclosed, it is always best to have a written authorization form 

completed and signed by the patient. 

g. De-Identified Information: De-identified information may be used or disclosed as 

long as no means of re-identification is possible. In order to meet the definition of 

"de-identified" under the federal HIPAA Privacy Rule, all of the following specified 

identifiers must be removed: names, geographic designations smaller than a state 

(except for the initial three digits of zip codes if the first three digits cover an area 

having more than 20,000 people), dates (other than years), ages over 89 (although 

all persons over 89 may be aggregated into a single category), telephone and fax 

numbers, e- mail addresses, social security numbers, medical record numbers, 

health plan beneficiary numbers, account numbers, certificate and license numbers, 

vehicle identification numbers, device identifiers and serial numbers, URLs and IP 

addresses, biometric identifiers, identifiable photographs, and any other unique 

identifiers. 

h. Limited Data Set: MCHD may use PHI to create a limited data set that excludes 

facially identifiable information of the patient or member or of relatives, employers, 

or household members of the patient or member in accordance with 45 CFR 

164.514(e)(2)&(3). The MCHD may use or disclose a limited data set only for the 

purposes of research, public health or healthcare operations, and only if the MCHD 

receives satisfactory assurances from the recipient of the limited data set in the 

form of a properly executed Data Use Agreement. The Data Use Agreement must: 

i. Establish permitted uses and disclosures of the limited data 

set for research purposes; 

ii. Not authorize the recipient to use or further disclose the 

information in a manner that would violate the privacy 

regulations if done by the County; 

iii. Establish who is permitted to use or receive the limited data set; 

iv. Prohibit use or disclosure of the information other than as 

provided by the Data Use Agreement or required by law; 

v. Require the recipient to use appropriate safeguards to prevent 

use or disclosure other than as provided by the Data Use 

Agreement or required by law; 

vi. Report any use or disclosure not permitted by the Data Use 

Agreement that the recipient becomes aware of; 

vii. Ensure that any agent or subcontractor of the recipient to whom 

the limited data set is provided agrees to the same restrictions and 

conditions set forth in the Data Use Agreement; and 

viii. Require that the recipient not identify the information or contact 

the individual to whom it belongs in accordance with 45 CFR 

164.514(e). 

ix. Be reviewed and approved by the MCHD Privacy/Compliance 

Officer and County Counsel. 
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B. Minimum Necessary: Staff will use or disclose only the minimum amount of information 

necessary to provide services and benefits to individuals, and only to the extent provided in 

County policies and procedures. Staff will not disclose an entire medical record unless 

specifically requested by the patient or specific justification is documented. It is the policy of 

MCHD to ensure that clinicians, employees, students, volunteers and contractors have access to 

protected health information (PHI) routinely required to accomplish their mission, goals and 

objectives, but to limit their use and access to PHI to that which is necessary in the course and 

scope of their work. MCHD will establish role-based categories that identify the type of 

information necessary for employees, staff and others to do their jobs, and any conditions on 

use, access or disclosure of PHI. These categories will include access to information that is 

accessible in paper files as well as that information that is maintained electronically. Access will 

be monitored and audited on a routine and random basis. Minimum Necessary does not limit 

use, access or disclosure to and from health care providers or clinicians in the provision of care 

and treatment to an individual patient, to a patient who seeks access to their own PHI, when 

disclosures are authorized in writing by the patient, or when specifically required by law. All 

other disclosures that are permitted by law should be limited to "need to know" or "minimum 

necessary" guidelines. 

C. Uses or Disclosures of Pl with Authorization: MCHD staff shall honor requests to use or disclose 

Pl to third parties when requested by the individual and deemed appropriate by staff. 
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a. Authorization Form: Whenever feasible the Authorization Form for the specific MCHD 

program should be used, since it is HIPAA and State law-compliant and staff would not 

need to further investigate whether the form itself is proper. Authorization forms shall 

be printed in 14-point type and include an expiration date in order to comply with 

California Civil Code 56.11. The following core elements shall be included on forms 

used by MCHD: 

i. name and date of birth or record number of individual whose records are 

requested; 

ii. specific name or general designation of the program or person permitted to 

make the disclosure; 

iii. the name or title of the individual or the name of the organization that may use 

the information or to whom the disclosure is to be made (with address, fax, 

phone or email address if available); 

iv. the purpose of the disclosure (either the specific purpose, or if the request is 

initiated by the individual, it is sufficient to state "at the request of the 

individual"); 

v. the information that is to be used or disclosed, described in a specific and 

meaningful fashion; additionally, if there are any restrictions on the use or 

disclosure, those should be included; 

vi. the date on which the authorization will no longer be effective (expiration date); 

vii. a statement that the authorization is subject to revocation by the individual in 

writing at any time, except to the extent that the person or program has already 

acted in reliance on the authorization (specific information on how to do this 

may be included on the authorization form, or there may be reference to the 

Notice of Privacy Practices if specific information on where to submit a 

revocation request is provided there instead); 
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viii. the provider's ability or inability to condition treatment, payment, health plan 

enrollment or eligibility for benefits on the authorization; if the provider will 

condition services based on signing the authorization, the circumstances in 

which this kind of limitation is permitted should be described, with an 

explanation of the consequences of a refusal to sign; 

ix. the potential for information to be re-disclosed by a recipient who is not 

required to follow HIPAA or other laws that might otherwise protect the 

information (e.g., if a disclosure is made to a family member at the request of 

the patient); 

x. the rights of the person signing the authorization to receive a copy of the 

authorization; 

xi. the signature of the individual or their representative (e.g., a parent or 

conservator); 

xii. the date on which the Authorization Form is signed. 

b. Disclosures Pursuant to a Valid, Signed HIPAA- and State law-compliant Authorization 

Form: MCHD will ask for a completed and signed HIPAA-compliant Authorization form 

prior to releasing PHI for determining eligibility in a County administered health plan, to 

an employer, to school lEP programs, to multi-agency multi-disciplinary teams that 

include non-clinicians or others not directly involved in providing treatment to the 

patient, to Social Services in the case of non-mandated disclosures, and to any other 

third parties, including family members, for which federal or state law requires 

authorization. 

c. Prohibition on "Compound" Authorizations: The County will not create or honor 

authorization forms that have been combined with other documents, such as informed 

consent, or payment authorization forms. 

d. Multi-party, Multi-agency Forms. There is no reason why multiple parties cannot be 

named as recipients, "exchangers" or disclosures of PHI. However, only those named 

parties intended by the patient and specifically indicated as recipients (or exchangers) of 

PHI will be provided with information. The patient should indicate (e.g., by check mark 

or initial) each individual party they intend to include in their Authorization. 

e. Family Authorizations. When multiple children, or parent and child, etc. are seen as 

patients, a separate and distinct authorization form is required for each individual 

patient and each individual sibling. 

D. Patient Access to Records: Patients have a right to inspect (access) or receive a copy of their PHI 

under both Federal and State law. This includes the right to view/access their medical chart and 

billing records and includes all records maintained by the County, even if the County did not 

create them (e.g., records sent to the County by another provider). The HIPAA preemption rule 

provides that the law (or portion of the law) that provides patients with the greatest rights of 

access should be followed. MCHD notifies patients about this right to access their own (or their 

child's) record in its Notice of Privacy Practices. 
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a. Limitation on the Right to Inspect or Receive Copies of the Patient Record: If access to 

the record would result in the death of the patient, or in serious physical harm to the 

patient or someone else, access can be denied to all or part of the record. A decision to 

deny access is likely to be a rare occurrence, and will be made by the provider in 

consultation with the MCHD Privacy/Compliance Officer. 
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b. When a patient wants to access their own, or their minor child's record, they will be 

asked to fill out the "Request to Inspect/Copy Record" form that is available from the 

Records Department of the respective Bureau. The patient does not have to personally 

deliver the request, and may ask that a copy of the record be mailed to them. Any time 

there is a request to inspect/copy a record, the provider will be notified that their 

patient has made this request. If the provider has any hesitation about providing access 

(i.e., there are concerns about safety of the patient or some other person, or in the case 

of a parent seeking access to a minor's record, some other concern) the provider should 

immediately contact the Records Department of the respective bureau, and the MCHD 

Privacy/Compliance Officer, so that the denial letter can be written. If a denial letter is 

sent regarding access to all or part of the record, the patient has a right to have the 

denial reviewed by a licensed health care professional who is designated by the County 

to act as the reviewing professional and who did not participate in the original decision 

to deny access. 

c. If the patient wishes to inspect their record, a date and time within five (5) business 

days will be provided to them to view their record. They may bring one person of their 

own choosing with them to go over their record with them (Health & Safety Code 

123110(a)). Staff will also sit with them as they review their record in order to answer 

questions, and to insure the integrity of the record is not disrupted. (That is to say, to 

prevent the removal or destruction or alteration of any of the records.). If the record is 

an electronic record, staff will assist the patient in accessing their electronic record using 

MCHD computer equipment, or may provide copies of the electronic record for 

inspection. 

d. A patient may also request a summary in lieu of a copy of the entire record; MCHD may 

charge a reasonable fee to provide a summary if it agrees to do that. If the provider 

does not wish to prepare a summary, the patient will receive a copy of the entire 

record. If a summary is prepared it must be provided within ten working days unless the 

patient is notified that more time is needed because of the length of the record, or 

because the patient was discharged from treatment within the prior 10 days. 

e. If the patient wishes to have a copy of the record sent to them, a copy will be provided 

or mailed within 15 calendar days of receiving the request. 

f. The patient does not have a right to inspect or obtain copies of information in their 

record that was provided by someone other than a healthcare provider under a promise 

of confidentiality and the access requested would be reasonably likely to reveal the 

source of the information. The patient also does not have a right to access information 

that might be in his or her chart that makes reference to another person where the 

provider believes that access would be reasonably likely to cause substantial harm to 

that person. The patient does not have a right to access or inspect or get copies of their 

mental health professional's private notes written down during a counseling session 

that are separated from the rest of the record and are merely relied on by the 

professional after the counseling session to write his or her progress note in the chart. 

These so-called "psychotherapy notes" that are not accessible to the patient, do not 

include the following information to which the patient would have access: information 

about medication prescription and monitoring, counseling session start and stop times, 

the modalities and frequencies of treatment furnished, results of clinical tests, and any 

summary of the following items: diagnosis, functional status, the treatment plan, 

symptoms, prognosis, and progress to date (45 CFR 164.501 - Definitions: 
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Psychothera py notes). There a re other exceptions that the MCHD Privacy/Compl ia nce 
Officer can be consu lted o n  if the need a rises (e.g. ,  access to records used i n  research, 
re lated to care provided in correctiona l  setti ngs, or  that may be exempt under other 
laws) .  

g .  Genera l ly, the patient representative (parent, lega l gua rd ian ,  conse rvator, agent, etc . )  
h a s  the same right to  access the  record as the  patient wou ld  have . However, access 
may be l im ited if the provider be l ieves that it wou ld  l i ke ly cause substa ntia l  ha rm to the 
ind iv idua l  or  some other person .  In th is situation the MCHD Privacy/Compl iance Office r 
shou ld be consulted.  I n  the case of parents wish ing to access the record of a m inor ch i ld, 
that request m ust be den ied if the minor could have, or  d id consent to their own care 
under  m inor  consent law as an  emancipated or  self-sufficient m inor, or because they 
qua l ify under  "sens itive services" exceptions. I n  those cases, the m inor must a uthorize 
disc losure to the ir  parent, per th i rd pa rty authorization process. If the minor  could not 
have consented to their own care, the parent or  legal  guard ia n ca n sti l l  be den ied if the 
provider  bel ieves that access to a l l  (or pa rt) of the record wi l l  have a detrimenta l  effect 
on the p rovider's p rofess iona l  re lat ionship with the minor  patient or the minor's 
physica l safety or psychologica l wel l -being.  I n  th is  situat ion the MCHD 
Privacy/Compl ia nce Officer shou ld  be consulted .  

h .  MCHD may charge the  patient a reasonab le  cost-based fee to provide access, write a 
summary, o r  provide copies of the e lectron ic  or  paper record . The copying cost may not 
exceed $0 .25/page ( $ 0.50 for copies from microfi lm), o r  reasonab le costs for copying x
rays o r  tracings from various equ ipment. Also, the patient may be asked to pay 
reasonab le  admin istrative fees that may i nc lude the staff t ime it takes for copying, 
summarizi ng, comp i l i ng, extracting, scann i ng, or  co l lat ing the materia l .  Postage costs 
may a lso be charged .  The costs may not inc lude the t ime spent locating the record . 
Fees may be co l l ected prior to the provision of copies a nd access, but access cannot be 
cond it ioned on  the payment of unpa id b i l l s  for hea lth care services themse lves. A 
patient d oes not have to pay a fee if the records a re needed i n  a n  a ppeal regard ing 
e l ig ib i l i ty fo r Med i-Cal, Socia l  Secu rity d isab i l ity insura nce benefits, or  SSI/SSP benefits. 
l f the a ppea l  is successfu l, MCHD may later b i l l  the patient for the fees. The patient is 
entit led to j ust one free set of records pursuant to this provision of the law, and the 
copies m ust be provided with in  30 days. If the patient is represented by a p rivate 
attorney who is paying for the costs related to the appea l  pending its outcome, the 
pat ient is not entitled to the free copy. 

E .  Confidential ity o f  H I V  Test Resu lts : It is the pol icy of MCHD to protect the use and d isclosure of 
H IV test results a nd strictly l im it the d isclosure of those results if they a re included i n  any 
records of a ny patient of MCHD.  The resu lts of a n  H IV ( human  immunodeficiency vi rus) test a re 
confident ia l  a nd  subject to a l l  of MCHD pol icies that protect the use a nd d isclosure of patients' 
PH I  rega rd less of where the resu lts of a n  H IV test a re kept.  Add it iona l ly, Ca l ifo rn ia law provides 
for stricter privacy l im its that specifica l ly a pply to H IV test resu l ts and  how they may be used and  
disclosed. 

Policy # 20-21 

a .  Ma intena nce of Test Resu lts i n  Record : When H IV test resu lts a re recorded i n  a MCHD 
record, they should be p laced i n  sect ion where a l l  other laboratory resu lts a re kept. 
They shou ld  not be h idden in the back of the chart, nor should the record be specia l ly 
marked i n  a ny manner  that would ind icate specifica l ly that H IV test resu lts a re part of 
the chart .  However, the chart shou ld  be d iscreetly flagged to ind icate that it conta ins  
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information that may requ ire special treatment prior to d isclosure to anyone who is not 

on the treatment team or  provid ing d i rect treatment services to the patient. 

b. An e ntry in  the patient record a bout an HIV test, or conta in ing the resu lts of an HIV test, 

is not considered to be a "disclosure" of the test resu lts and therefore d oes not requ i re 

written a uthorization from the patient prior to placing that i nformation in the patient 

record.  Treatment providers and  their agents or  employees who provide  d i rect patient 

ca re and treatment to a patient a re authorized by law to have access to test resu lts or 

information a bout the H IV test that may be i nc luded in the patient's record without the 

need for written a uthorization .  

c .  Release of H IV Test Resu lts or Record Conta in ing Those Resu lts: If the chart is flagged 

(e lectron ica l ly or  through some other means) to ind icate that it conta i ns confidentia l  

information that may requ ire specia l  treatment, for examp le  H IV test resu lts or  

substa nce use  d isorder treatment progra m i nformation, the Records Room Technic ian 

must l im it d isclosure or  release, transmission, dissemination, or commun ication 

whether ora l ly, in  writing or  by e lectron ic transmission unti l  a ppropriate steps a re taken 

to protect that i nformation .  If  H IV test results a re incl uded in the hea lth record, the 

patient's a uthorization that specifica l ly inc ludes permission to d isclose H IV test resu lts 

must be obtained before the part of the records that inc lude the test resu lts a re 

d isclosed to th ird part ies, i n  response to a subpoena, or  fo r other reasons not 

specifica l ly  permitted or requ i red by law. The Records Room Techn ic ian should consult 

with the MCHD Privacy/Compl iance Officer if other d isclosures of H IV test resu lts a re 

requested a nd a uthorization has not been obtained, e.g. , for workp lace exposu res to 

blood borne pathogens or Court o rders invo lving ce rta in  crim ina l  defendants. 

d .  The general  hea lthca re provider  who ordered the H IV test typica l ly hand les d isclosu res 

to the pub l ic hea lth authority, or  to specia lty care providers. 

F. Pl Away from the Office: It is the pol icy of MCHD to l im it the remova l of Pl from a ny MCHD 

faci l ity un less a bsol utely necessary in order to provide services to our  c l ients. I n  those cases 

where staff m ust transport or carry Pl away from an  MCH D faci l ities, they m ust take steps to 

assure that the information is l im ited to the min imum necessary to accom pl ish the task at hand, 

and that a ppropriate admin istrative, technical and physica l safegua rds a re employed to reduce 

the risk of a breach of privacy. No staff wi l l  be permitted to take, copy, o r  create Pl to carry with 

them to an off-site location un less permitted to do so by their supervisor and by MCHD pol icy. If 

a ny of the paperwork, written information, cl ient cha rt, or a ny e lectron ic device with P l  on it is 

lost, m isplaced or  stolen, a breach report must be fi led with the MCHD Privacy/Compl iance 

Officer  immediately so that a proper investigation can be conducted, and if necessa ry, the 

patient can be notified and the breach reported. Prior to removing Pl from the safety and  

security of  a County office or faci l ity, staff sha l l  take Admin istrative, Physica l and Technical 

Safeguards  to protect the P l .  

Policy # 20-21 

a .  Ad min istrative Safeguards :  

i .  Staff must assure that the creation, use or tra nsport of Pl away from their office 

or faci l ity is necessa ry to their job a nd no reasonable a lte rnatives exist. 

i i .  Staff should confirm that MCHD pol icy and their supervisor perm its the 

creation, use or  tra nsport of the Pl away from the office o r  fac i l ity i n  the manner 

proposed, and the superviso r is aware that this staff person is engaged in this 

practice . 
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iii. Staff must assure that on ly the "min imum necessa ry" i nfo rmation is taken, a nd 

that no identifying i nformation is inc luded with the P l  that is extraneous or  

unnecessa ry to the task at hand .  De-identification of as much of the Pl as is 

feas ib le should be done prior to removing it from the office or fac i l ity; for 

exam ple, if a page from the chart wi l l  suffice, on ly  that page should be copied 

a nd ta ken .  S imi la rly, if the c l ient's name, address and phone number a re needed 

for a fie ld case worke r to contact a nd meet with the c l ient, the c l ient's b irth 

date a nd socia l  security number should not be inc luded with the "paperwork" 

that leaves the office or  faci l ity; if i n it ia ls or  fi rst name/last i n it ia l  o r  vice versa 

suffices, fu l l  names should not be used. 

iv .  After the visit or task is finished, the Pl should be promptly returned to the 

office or  faci l ity and stored securely; or, if it is not part of the designated record 

set a nd is no  longer needed (for example, a brief l ist of c l ient names a nd 

addresses to be seen that day} it should be placed i n  the b lue shred b ins (or  

destroyed as the program requ i res} .  

b .  Physica l Safeguards:  

i .  Any  paper  documents conta i n i ng Pl should be kept with staff at a l l  t imes. Pl 

should not be left on a tab le, i n  a n  office, or in any private or  pub l ic  p lace where 

it is not constantly with in  sight a nd control of staff. 

i i .  If documents cannot be  returned the same day that they a re removed from the 

office or  faci l i ty, they should be kept with staff i nside their  home rather than i n  

a locked vehic le.  Staff must not a l low unauthorized household mem bers to view 

the documents. 

i i i .  I f  documents must be kept i n  a locked vehicle, for example whi le other c l ie nts 

a re seen in the ir  homes, they should be kept i n  the locked glove box or  trunk of 

the car, o r  otherwise covered or  kept out of sight, so that it is not apparent that 

P l  or other confidentia l i nformation is i n  the car. 

c. Technical  Safeguards: View the fo l lowing Monterey County I nformation Technology 

pol icies at :  http://www. in . co.monterey.ca .us/infosec/ : Briefly, the fo l lowing steps must 

be taken :  

i .  I f  P l  i s  o n  a l aptop com puter or other e lectron ic device such as a phone, the 

device must be password protected and P l  stored on  it shou ld be encrypted .  

i i .  Persona l  e lectron ic devices should not be used to store Pl and any P l  that is 

tempora ri ly on  such a device should be promptly removed/deleted .  

i i i .  Persona l  electronic devices shou ld be equ ipped with lost device "wiping 

capabi l ity" so that if the device is lost, m isplaced or sto len, the data on  it can be 

remote ly erased. The employee should be aware that they may lose persona l  

i nformation if the devise must be wiped before they accept a persona l  devise 

stipend .  

G .  Potential Breach Notification and  I nvestigation Process: It is the pol icy of MCHD and  its 

contracted providers to notify ind ividua ls  of privacy/secu rity breaches of P l .  I n  compl ia nce with 

the terms of its contracts with the Cal ifornia (CA} Department of Hea lth Care Services (DHCS}, 

MCHD wi l l  report a l l  breaches of Pl to CA DHCS. I n  add ition, MCHD wi l l  report those same 

breaches to the Secretary of the Department of Hea lth a nd Human Services (DHHS} as mandated 

by the Health I nformation Technology for Economic a nd C l in ical Hea lth Act ( H ITECH Act}, Title XI I I  

of Division A of the American Reinvestment and Recovery Act of 2009 (ARRA} a nd the regulations 
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found  in the F ina l Ru le  pub l ished January 25, 2013 i n  the Federa l  Register (78 Fed. Reg.5566), 

Effective Date: March 26, 2013, and  Compl ia nce Date : September 23, 2013. The pol icies and 

procedures described here in  a pply retroactively to breaches that occurred on  or after September 

23, 2009, and  to a l l  breaches, as defined, that occur whi le th is pol icy is in effect. See the 

defi n it ions a bove for Breach . 

Policy # 20-21 

a .  See the defi nitions above for Breach. Exceptions to the term "breach" inc lude:  

i .  U ni ntentiona l  acqu isition, access, or use of P l  by a workforce member or  person 

acting under the a uthority of a covered entity (CE) or  busi ness associate ( BA) if 

the acqu isitio n, access, or use was made in good fa ith a nd with in the course and  

scope of  the  authority a nd does not result i n  fu rther  use or  d isclosure i n  a 

manner not perm itted by the Privacy Ru le (ex: opening the wrong record 

because two patients have s imi lar  names) .  

i i .  Any inadvertent d isclosure by a person who is authorized to access Pl at a CE or  

BA to  another person authorized to  access P l  at the same CE or  BA, or orga nized 

hea lth care a rrangement (OHCA) in  which the CE  participates, and  the 

information received is not further used or  d isclosed in  a manner not permitted 

by the Privacy Ru le  (a fax is sent to a nother medica l  provider a nd it has been 

recovered or destroyed- contact the MCHD Privacy/Comp l i ance Officer for 

documentation req u irements). 

i i i .  A d isclosure of P l  where a CE or  BA has a good fa ith bel ief that a n  unauthorized 

person to whom the d isclosure was made would not reasonab ly have been ab le  

to reta in  such i nformation, for example, sending P l  i n  the ma i l  to the wrong 

add ress where the mai l  is retu rned unopened to the post office as 

u nde l ivera b le, o r  where a nu rse mista kenly hands d ischarge papers to the 

wrong patient, qu ickly rea l izes the mistake, and recovers the Pl before the 

pat ient has t ime to read it .  

b .  When there is suspicion of a breach: Any employee, vo lunteer, student, agent, 

contractor, business associate or other person or entity working o n  behalf of this faci l ity 

who suspects that there may have been a n  acquisition, access, use, or  d isclosure of 

unsecured Pl in a manner not permitted by this sha l l  immediately notify their 

supervisor a nd the MCHD Privacy/Compliance Officer (or their designee) .  The 

Privacy/Com pl ia nce Officer can be contacted at (831 )  755-4522 or 

411Privacy@co.monterey.ca .us. A Specia l  or U n usua l  Incident Form m ust be submitted 

with in 48 hours ( Privacy Forms). 

c. Assessment of the breach :  An assessment wi l l  be done in  the case of every potential 

reportable b reach to determine whether it meets one of the three exceptions l isted in 

the defin itions sect ion of this pol icy or that based upon a risk assessment, it is 

determined that there is a low probab i l ity that the Pl has been compromised . The 

decision to notify the i nd ividua l  and  report the breach wi l l  be role of the MCHD 

Privacy/Com pl ia nce Officer and  County Counsel .  

d .  Breach Risk Assessment:  Al l  r isk assessment wi l l  be conducted by the MCHD 

Privacy/Compl ia nce Officer and/o r County Cou nse l .  Notification a nd reporting is not 

requ ired if it is determ i ned that there is a low probabi l ity that the Pl has been 

com promised. All risk assessments and written documentation must be reta ined for at 

least six (6) yea rs .  If it is determined that there was a breach, the i nd ividua l  must be 

notified and  the breach must be reported to a ny and  a l l  agencies that perta in to the 
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Policy # 20-21 

breach. When doing the risk assessment as to whether the P l  has actua l ly  been 

comprom ised, staff conducting the assessment sha l l  address the fo l lowing issues: 

i .  The nature and extent of P l  i nvolved, inc lud ing the types of identifiers a nd 

l ike l i hood of re-identification (for example, if on ly a persons' first i n it ia l  and  last 

name was re leased, with no other i nformation on a l ist vs. an ind ividua l 's  name, 

date of birth, and socia l  secu rity number, o r  a patient's H IV, menta l  hea lth or  

substance abuse treatment information ) .  

i i .  The  unauthorized person who used the  Pl  or  to whom the  d isclosure was made 

(for examp le, if the recipient a lso must com ply with federa l  privacy laws 

because it is a federa l  agency or is itself a CE) 

i i i .  Whether the P l  was actua l ly a cqu i red or viewed (for example, if IT specia l ists 

assure through their i nvestigation that patient data on a sto len  laptop was 

never accessed) .  

iv. The extent to which the risk to the Pl has been m itigated (for  exam ple, For 

examp le, d id the recipient provide satisfactory assurances that the P l  wi l l  not be 

further d isclosed, was not read, and has been destroyed?)  

e .  Notification must be made without reasonable de lay and  no later than sixty (60) days 

after d iscovery. A breach is deemed d iscovered when an  employee, officer, or other 

agent of MCHD or BA other than the i nd ividua l  committing the breach, knew or should 

reasonably have known about the breach.  If law enforcement asks to delay 

notification/reporting because it wou ld impede a crimina l  investigation o r  cause 

da mage to national security, then notification sha l l  be de layed as advised by County 

Counsel .  

f. Notificatio n should be by first class ma i l  to the ind ividua l 's  last known address, un less 

the ind iv idua l  has specified a preference fo r ema i l  or other means.  If the i ndividua l  lacks 

capacity, MCHD wi l l  notify the persona l  representative (e .g . ,  parent of a mi nor). If the 

ind ividua l  is deceased, MCHD notify the next of k in .  If notification is u rgent because of 

possible imm inent misuse of the unsecured P l ,  notification of ind ividua ls  wi l l  be 

conducted by phone or other means as appropriate; add it ional ly, written notification is 

sti l l  req u ired. Notification wi l l  be conducted by the MCHD Privacy/Compl iance Office r or  

the i r  designee. 

g.  If fewer than ten patients cannot be reached by fi rst class mail , then substituted means 

of commun ication should be employed .  Th is may involve phone cal ls, website 

notification, or use of the media, whichever is most l ike ly to reach the ind ividuals .  If 

there a re ten or more i nd ividua ls for whom there is i nsufficient or out-of-date contact 

information, then one of the fo l lowing is required .  Either method req uires a m in imum 

post ing of  90 days and  a tol l  free number that an  ind ividua l  can ca l l  to fi nd out if his/her 

unsecured P l  was inc luded in  the breach.  

i .  a conspicuous posting on the MCHD home page of our  website 

i i .  notice in major print or broadcast media ( includ ing major media where 

ind ividua ls  l ike ly reside) 

h .  When notifying ind iv iduals by any method, the fo l lowing information should b e  included 

in  the notice that is provided :  

i .  Brief description of what happened 

i i .  Date of the breach, if known 

i i i .  Date of d iscovery of the breach 
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iv. Description of types of information invo lved such as fu l l  na me, date of b i rth, 
home add ress, account number, disab i l ity code, etc. 

v. Steps that i nd iv idua l  should take to protect h im/herself from potenti a l  harm 
resu lt ing from the breach 

v i .  B rief description of what MCHD is do ing to i nvestigate the breach, m itigate 
losses and  protect against further breaches 

v i i .  Contact proced u res for i nd iv idua ls  who have questions, which must inc lude a 
phone number, ema i l  address, website or  postal address 

i .  If there is a breach of unsecured Pl of 500 or  more residents of a state or  j u risd iction, 
notice m ust a lso be provided to prominent media outlets serving that state or 
jurisd ict ion, i n  add it ion to written notice to each ind iv idua l .  

j . MCHD (or  BA, if BA agreement req u ires it) must be ab le  to demonstrate that a l l  
notifications were made as req uired ( o r  that a use or  d isclosure d i d  not constitute a 
breach beca use there was no potentia l  risk of harm),  thus written documentation wi l l  be 
retai ned for at least six (6) years .  

k . Mandatory Reporting: I n  accorda nce with the terms of MCHD's contracts, Cal ifornia 
Department of Hea lth Ca re Services {CA DHCS) must be notified of a l l  reportable 
breaches. MCHD wi l l  com ply with the report ing standards and procedures set out i n  the 
terms of its current contract with CA DHCS. The Secreta ry of the Depa rtment of Hea lth 
and H uman Services {DHHS) m ust a lso be notified of al l  reporta ble breaches. I n  
situations where 500 or  more ind iv idua ls a re i nvo lved in  a s ingle breach, the notice must 
be p rovided immediately. If fewer tha n 500 ind iv idua ls  a re i nvolved, MCHD may 
ma inta in  a log or  other documentat ion which must be subm itted annua l ly to the DH HS. 
Th is log or other documentation must be p rovided with in 60 days after the end of the 
ca lendar  yea r  i n  wh ich the breach was d iscovered (March 1 most yea rs, Feb 29 i n  leap 
yea rs) . 

I .  Upon d iscovery of  a reportable breach, Bus iness Associate ( BA) has the same 
notification a nd reporting ob l igations as MCHD.  It a l l  BA Agreements must inc lude 
provisions that the BA must notify MCHD without unreasonable de lay after d iscovery of 
the breach . Notice to MCHD must inc lude, to extent possible, the identification of 
ind iv iduals whose P l  was breached a nd a l l  other ava i lab le information that is l isted 
above as info rmation that MCHD must provide in a ny notice to the ind iv idua l; 
i nformation that becomes ava i lable late r  shou ld a lso be prov ided to MCHD.  If BA is 
act ing as a n  agent, then the t ime to notify the ind ividua l  runs from the t ime of the 
breach, not from the time the MCHD lea rns of it. If BA is an  i ndependent contractor, 
then notification time is based on the t ime MCHD is first notified of the breach .  The BA 
contract may specify whose responsib i l ity it wi l l  be to provide notifications ( ind ividua ls  
should not receive two notices because d up l icate notices about the same breach cou ld 
be confusing). 

H. Workforce Confident ia l ly Acknowledgements: MCHD has a d uty to im plement reasonable 
measures to maintain an  adequate level of privacy and secu rity of a l l  Pl that it creates, ma inta ins 
and stores. A l l  staff, employees, contractors, vo l unteers, consu ltants and students who work 
e ither d i rectly or ind i rectly with MCHD Pl wi l l  not be granted access to MCHD Pl un less and u nt i l  
they s ign the MCH D  Confident ia l ity and  Non-Disclosure Acknowledgement. This pol icy is not 
intended, and  shou ld not be construed, to l im it, prevent, or  prohibit employees from comp lying 
with or  exercis ing their rights under any app l icab le federa l  state, or  loca l law. 
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a. MCHD sha l l  train a l l  staff, employees, contractors, volunteers, consu ltants a nd students 

who work with PH I  about MCHD's pol icies or  procedures to safeguard P H I  a nnua l ly .  

I nd ivid ua ls wi l l  have the opportunity to ask question to cla rify their understand ing of 

policies and proced ures. 

b .  On ly a uthorized ind iv idua ls and use rs a re gra nted access to P l .  Such access is l im ited to 

specific, defined, documented and approved purposes, and  level of access rights. Such 

access is a lso l imited by the H I PAA min imum necessa ry ru le .  

c. As a condit ion to rece iving access rights to MCHD P l  (either e lectron ic or hard copy 

access), every employee and other user must agree, in writ ing, to comply with 

estab l ished terms a nd cond itions MCHD Confidentia l ity and  Non-Disclosure 

Acknowledgement.  Fa i lure to comply with such terms and  cond itions may result in the 

denia l  a nd/o r immediate suspension of access to P l  and considered a vio lation of this 

pol icy to be refe renced to Human Reso u rces for fu rther review. 

d .  A violation of the terms of the MCHD Confidentia l ity and Non-Disclosure 

Acknowledgement agreement may be grounds for d iscip l inary action, inc lud ing 

termination of employment or contract, loss of privileges, legal action for monetary 

damages, and  other civi l and crimina l  fines and pena lties that m ay app ly. 

e .  MCHD Confident ia l ity and Non-Disclosure Acknowledgement sha l l  be signed annua l ly by 

each emp loyee. Copies shou ld be reta ined by the employee and their  d i rect supervisor. 

The orig ina l signed copy sha l l  be stored in the Emp loyee Record that is kept by Human 

Resources. 

I. Other: 

Policy 11 20-21 

a .  Fundra ising, Marketing, a nd Sa le of P l :  Under no ci rcumstances wi l l  Pl be used for 

fund ra ising, m arketing or  sa le without specific action by Admin istration and approva l of 

the MCH D Privacy/Compl iance Officer. 

b .  Media and Other Inqu i ries: A l l  media inqu iries involving P l  shou ld  be refe rred 

immediately to the MCHD Privacy/Compl iance Officer for review. 

c. Minors: Use and d isclosure of Pl associated with m inors should be admin istered using 

the same principles as consent fo r treatment or  services as such case management. I f  

the minor  can consent for services per federa l  or  state statute or MCHD pol icy, then the 

minor contro ls his o r  her privacy rights. 

d .  Resea rch : MCHD wi l l  not use or  d isclose P l  for research purposes without a patient or  

member's a uthorization meeting the  requirements of 45  CFR 164.508 un less: 

i . P H I  has been de-identified pursuant to 45 CFR 164-514(a) ;  

i i .  The PH I  is a " l im ited data set" d isclosed and used pursuant to a data use 

agreement meeting the requirements of 45 CFR 164.514(e) ;  

i i i .  An a lteration to o r  waiver of  the a uthorization in  whole or in part is gra nted by 

a n  I nstitut iona l  Review Boa rd pursuant to federa l  law and documented in 

accordance with 45 CFR 164.512( i ) (2 ) ; 

iv .  The PHI is necessa ry to prepare a research protocol or  other sim i l a r  pu rpose 

prepa ratory to research, where the PH I  being sought is necessa ry for research 

pu rposes, and  the researcher does not remove any P H I  from the MCHD 

hea lthca re component that created or  mainta ins the PH I  in accorda nce with 45 

CFR 164 .512( i ) (l ) ( i i ) ;  

v .  The researcher documents the death of the ind ividua ls  whose PH I  is sought, and 

represents that the use or  d isclosure is being sought solely for research on the 
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PHI of decedents and that access to such P H I  is necessa ry for a resea rch pu rpose 

i n  accorda nce with 45 CFR 164.512( i ) (1 ) ( i i i ) .  

v i .  P I I  o r  other P l  m ust be a pproved for use by the MCHD Privacy/Com pl i ance 

Officer before d i sclosure and  for the need of a registered institutiona l  review 

board ( I RB) ana lysis. 

e .  Encrypting ema i ls :  Emai l s  inc lud ing Socia l  Secu rity n um bers m ust a lways be encrypted .  

P l  shou ld  not be sent in  u nencrypted ema i l .  P l  shou ld  be kept with in  the secu re systems 

designed for the ir  uti l ization ( i . e . :  E lect ron ic  Medica l  Records, Lab Data M anagement 

Systems, and C l ient Ma nagement Systems) .  When working with partners who a re not 

a l lowed access to these systems, the P l  should be de-identified before it is ema i led ( i .e .  

"patient 12345 is being moved to s ite B from site A. Please transfer b i l l ing to site B") .  

Any add it ional  i nformation must be encrypted or faxed via a confirmed and  confident ia l  

fax l i ne .  

V. REFERENCES: 

A . G e nera l  Confidentia l ly of PH I :  

• 45 CFR Subpart B, Sections 160.201 et seq . ( H I PAA: Preemption of State Law) 

• 45 CFR 164.506, 164.508, 164.510, 164.512 

• Ca l iforn ia Civi l Code  56.10 et seq . 

• Cal ifo rn ia Hea lth and Safety Code 120980, 121010 

B .  M i n imum Necessa ry Ru le :  

• 45 CFR Pa rts 160 and 164 

• 45 CFR 164.502 

C. Use or  Disclosure of PH I  with Authorization :  

• 45 CFR Subpa rt B, Sections 160.201 et seq .  ( H I PAA: Preemption of State Law) 

, • 45 CFR 164.508 ( H I PAA: Disclosures with Authorization) 

• Ca l ifornia Civi l Code 56 .10 and  56 .11  

• Cal iforn ia Hea lth and Safety Code 120980, 121010 

• Cal iforn ia Welfa re a nd I nstitutions Code  5328 

D .  Patient Access to Records :  

• 45 CFR Subpart B, Sections 160.201 et seq . { H I PAA: Preemption of State Law) 

• 45 CFR 164.524 ( H I PAA: Access of i ndivid ua ls  to protected hea lth information); 

• Ca l ifornia Hea lth and Safety Code 123100-123149.5 (Patient Access to Hea lth Records 

Act) 

E .  Confidentia l ly of H IV Resu lts: 

• 45 CFR Pa rts 160 and 164 

• Civi l Code 56 .10 et seq . 

• Health and Safety Code 120980 and  120985 

F. Pl Away from the Office: 

• 45 CFR Pa rts 160 a nd 164 

G .  Potenti a l  Breach Notification a n d  I nvestigatio n Process: 

• 45 CFR Pa rts 160 a nd 164 

H .  Workforce Confidentia l ly Acknowledgements: 

I. Other: 

Policy # 20-21  

• 45 CFR Part 164 .312{e ) ( l )  
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VI. ORIGINATOR: 

Mol ly Hubbard, MS 

Privacy/Compliance Officer 

Adm i n istration Bureau 

83 1-755-4522 

hubba rd mc@co.monterey.ca .us 
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Appendix A: Signature Page 

Originator: Molly Hubbard, Privacy/Compliance 

Officer, Administration Frequency of Review: Annual 

Accreditation Requirement 11.1.3.A.1 

Approved by: Executive Team 

Revisions: 

Author Revised Section Revision # Date Released 

Always refer to http://sha repoint/sites/mchd/HPP/Forms/Al l ltems.aspx for the current controlled 

version 
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